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MODERNISING MOBILITY  
PRACTICES IS CRUCIAL  
TO GDPR COMPLIANCE 

There are lots of articles, whitepapers and studies about GDPR compliance circulating 
ahead of implementation this spring. However at Pneuma we wanted to  put together a 
simple guide, aimed at SMEs,  to point you in the direction of the first steps on the road to 
GDPR compliance.  
 
GDPR: THE CHALLENGE MOBILE  
DEVICES PRESENT 
A GENERAL OVERVIEW OF GDPR 
 
The General Data Protection Regulation (GDPR) is an EU  
regulation which will come into effect  
on the 25th May 2018, replacing the 1998 Data Protection Act.  
It sets out hard and fast rules about data in terms of its protection, 
handling and usage. If they are found in breach of compliance it 
has been made clear that organisations both small and large 
could incur penalties up to €20million or 4% of their global 
turnover, whichever is greater. This regulation extends beyond 
the borders of the EU to any organisation processing the data of 
an EU citizen regardless of their geographical location.  
 
While GDPR comes into full enforcement in May 2018 it was actually passed into EU law in 
April 2016. The interim period was intended to give businesses time to fully comply. Despite 
this Gartnerä has predicted that by the date of effectuation, 50% of organisations will fail to 
comply with GDPR.1 In the remaining months before full enforcement organisations should 
take a serious look at their data handling processes. The 25th of May 2018 should not be 
viewed as an introductory date but rather as a deadline after which data audits, safeguards 
and good data handling practices should already be in place.  

 
 
 
                                                        
1 Gartner - June 2017 

50% of 
organisations 
will fail to 
comply with 
GDPR 

Disclaimer: This document is intended for purely 
informational purposes and should not be taken as a legal 
opinion or advice. We advise you to take your own legal 
advice in regards to the issues discussed in this document. 
This document reflects our current understanding of these 
issues. Pneuma Communications and associated parties do 
not assume responsibility or liability for damages arising 
from reliance on this information.  
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CRUCIAL ASPECTS OF GDPR FOR MOBILE COMPLIANCE: 
 
A much broader definition of personal data – There has been much debate about what actually 
qualifies as personal data. Under GDPR this definition is far broader than previously held 
standards. The wording of the regulation states, “personal data’ means any information 
relating to an identified or identifiable natural person (‘data subject’); an identifiable 
natural person is one who can be identified, directly or indirectly.”2 
 
The key phrase here is “directly or indirectly”. Beyond obvious direct identifiers like names, 
addresses, birth dates, phone numbers and email addresses this new regulation also 
encompasses more obscure indirect identifiers. This would include IP addresses, IMEI numbers, 
some serial numbers, cookies, social media posts, photographs, transaction histories, any 
information that may, even indirectly, lead back to the data subject. Many employees may be 
storing or sharing personal data on their mobile devices without realising this would breach 
compliance. It is vitally important then that organisations identify how personal data is 
processed within their organisation in order to be able to protect it. In terms of mobiles key 
areas to consider when auditing data include (but are not limited to): work calendars, corporate 
emails, corporate contacts, enterprise applications, corporate networks, corporate messaging 
or administrative tools.  
 
The company is responsible for personal data – Currently several companies we have spoken 
to have admitted to being unaware of how their employees handle aspects of personal data. 
It is vitally important that controllers look not just at company owned mobile devices but at 
how data is handled throughout their organisation’s mobility. Under GDPR if company data 
were to be leaked from an employee’s personal phone the company, not the individual, 
would be held liable. Such a scenario could result in crippling fines. Fundamental to GDPR 
then is the idea that it is the company’s responsibility to protect personal data. This 
information must now be treated as very valuable commodity. This highlights the importance 
of a comprehensive BYOD policy, good data practices clear throughout your workforce and 
the need for IT departments to closely monitor personal data.  
 
Organisations have a responsibility to do all they can to prevent data breaches - Article 32 of 
the GDPR makes it clear that businesses have a responsibility to utilise the latest technology 
available to them to protect personal data and avoid a data breach. It is not enough to try 
and avoid fines, rather the purpose of this regulation is to implement good data practices. 

                                                        
2 GDPR Article 4 
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Every measure should be taken to minimize a data breach. “Taking into account the state of 
the art, the costs of implementation and the nature, scope, context and purposes of processing 
as well as the risk of varying likelihood and severity for the rights and freedoms of natural 
persons, the controller and the processor shall implement appropriate technical and 
organisational measures to ensure a level of security appropriate to the risk…”3 
 
THE BYOD PHENONENOM  

 
Increasingly the working culture is shifting towards an ‘ever connected’, ‘always on’ 
environment as the way we use mobile devices at work evolves. In 2012 Microsoft estimated 
that 67% of workers used their own devices at work.4 The rise of Bring Your Own Device 
(BYOD), the practice of using your own device for work, has been shown to improve 
productivity, increase efficiency and affording workers greater freedom. However it also 
presents a significant security challenge.  Firstly in terms of personal information stored on 
unmonitored devices, presenting the opportunity for a data breach that the IT department may 
be entirely unaware of. Secondly these devices could act as access points allowing threat 
vectors to compromise the integrity of the network infrastructure. Many of the organisations 
we have spoken to have expressed that their employees simply do not understand the risk 
associated with sharing personal data between devices. Nor do they have an understanding of 
the impact the security of their devices could have on their organisation. While employees look 
for convenience then, the responsibility to protect a data subject’s personal information falls 
on the organisation. Companies must assert their authority over this data to minimize the risk 
of a breach.  

 
                                                        
3 GDPR Article 32 
4 Microsoft - 2012 
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THE VOLATILE CYBER SECURITY LANDSCAPE 
 
The technological landscape is evolving rapidly as security threat vectors grow ever more 
sophisticated. In recent months stories of significant cyber security threats have dominated the 
headlines and this looks set to continue. 2017 saw breaches reach from Government 
Departments and Fortune 500 companies through to small businesses and individuals en masse. 
Symantecä estimated that in 2015 43% of cyber security threats targeted SMEs who offer a 
more lucrative target than an individual but have less sophisticated security measures than a 
large enterprise.5   
 
In recent years we have seen a move away from more easily 
detectable malware attacks as hackers attempt to ‘hide in plain 
sight’. Spear-phising emails and premium text message attacks 
have increased in the last few years, as hacks look to bypass 
traditional security measures. In response we must change the 
way we think about security. Too many organisations are blindly 
relying on firewalls, VPNs and other traditional methods 
without understanding the significant areas where they are still 
vulnerable. While device security  is incredibly important it is 
not enough. We must ensure we are also implementing 
measures to protect data. From encryption to containerisation 
the goal is to minimise access points through holes in your 
data’s security as websites or apps leave permissions open.  
 
In terms of mobiles the last few years have seen a significant improvement in Android’s 
software as they have worked to improve their security architecture. At the same time 
vulnerabilities in iOS software have begun to be exploited, as it has become clear iOS users 
can no longer blindly rely on Apple to protect their devices. Many iPhone users were shocked 
by the Trident attacks of August 2016 which injected iOS devices with Pegasus Malware 
through a link in a text message6. The prevalent view that iOS software is impenetrable 
highlights the fact that ideals that were once held as the standard of safety are rapidly 
becoming obsolete. As such the last two years should be taken as a demonstration to 
organisations, especially SMEs, of the volatility of cyber security and the importance of 
constantly monitoring your mobility. With the increasing adoption of Internet Of Things (IOT) 
smart devices throughout organisations this need to monitor is only set to increase.  

                                                        
5 Symantec - 2016 
6 Symantec - 2017 
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ENTERPRISE MOBILITY  
MANAGEMENT:  
PUTTING YOU IN CONTROL OF YOUR COMPANY’S MOBILITY 

 
WHAT IS ENTERPRISE MOBILITY MANAGEMENT (EMM): 

An amazing and affordable tool that could help put you in control of your mobility is EMM. 
Enterprise Mobility Management (EMM) gives companies the ability to manage and secure 
their data wherever their users need to access it. Whether you are looking to fully manage 
mobile devices from deployment to retirement, monitor data usage on BYOD devices or 
monitor potential secure risks EMM offers many useful features.  

In terms of encryption EMM offers an extra layer of protection utilising market-leading file 
encryption technology. Similarly containerisation allows companies to encrypt and store data 
securely on any mobile device. This option can give you full access to the company folder 
without affecting the rest of the phone’s privacy. 
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WHERE TO BEGIN: THE FIRST STEPS TO ENSURING YOUR MOBILITY 
POLICIES ARE GDPR COMPLIANT 

 
1. AUDIT DATA - Take a clear account of data being accessed on mobile devices. Record 

which company documents, files or apps are being accessed and on which devices. 
Remember to audit both devices and the data itself. Both these entities should be 
treated separately – just because devices are secure does not necessarily mean data is 
not vulnerable. 
 

2. LOCKDOWN USAGE - Utilise your audit to identify key vulnerabilities in how your 
data is being accessed. Do you know which devices are accessing company data or 
applications? Are users transferring data to personal devices?  Are company files 
encrypted? Once you know your vulnerabilities, devise a structured plan of the 
measures you need to introduce to secure devices, apps and data. These measures 
may include biometric or two-factor authentication, data encryption and device 
management.  

 
3. CREATE BOUNDARIES BETWEEN PERSONAL COMPANY DATA - Draw a clear 

divide between employee and company data. In apps that your users may see as grey 
like their calendar, company contacts, emails, stored credentials, enterprise apps and 
corporate messaging make it clear that the business is liable for personal data. 
Introduce a BYOD policy to outline how company data should be handled on personal 
devices. Finally consider whether containerisation would be appropriate to give your IT 
department control over your data, especially non-company owned devices. 

 
4.  IMPLEMENT & STREAMLINE SOLUTIONS - Ensure the measures you put into 

place are end user friendly to minimise the likelihood of employees circumventing 
updates or policies. Key to this is a solution that maximises the control your IT 
department has, minimising the involvement of the end users. Also ensure that your 
plan incorporates all of the mobile devices, operating systems and user behaviours that 
are vital to your business. It is important you do not leave this step too late. The sooner 
you implement solutions, the more time you have to get them right. 

 
5. MONITOR & ANALYSE  - Visibility is crucial, monitoring your entire mobile device 

fleet may allow you to identify security threats before they escalate. Ensuring that your 
IT department are regularly monitoring your fleet and that audit logs are being kept of 
data usage will aid you massively in complying with GDPR.  
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BYOD POLICY  
BEST PRACTICES 
 
 
 

 

 

 
 
 
 
GET ADVICE    Do not create your BYOD policy in an IT vacuum. The end result needs 
to be a practical, enforceable document that works for your business. Therefore it makes 
sense to take advice from the people you are reliant on to adhere to it. We recommend 
consulting with IT, HR, Accounting, Legal any department who will be directly affected. It is 
also important to take advice from both workers and executives to ensure your policy is 
practical and will work for all those who need to abide by it.  
 
ACCEPTABLE USAGE    Make it clear what devices can and cannot be used for. 
There should be a clear statement so your users know exactly what is acceptable for both 
devices and data. Remember to include practical details of how you want devices to be used, 
for example mobile devices cannot be used while driving, should not be used to store, access 
or transfer illicit data, etc. Also include an app policy, consider whether you need an app 
white or black list. If so list these apps clearly so your users know what is or is not acceptable 
and understand if they cannot access something. Remember that your BYOD policy should 
make clear how devices can be used and your data protection policy should make it clear 
how data can be used.  
 
 

In order to comply with GDPR most, if not all, companies will 
need to update both internal and customer-facing policies. 
The first policies to update are your Data Protection Policy 
and customer facing privacy policy to reflect your companies 
data processing practices.  

Finally it is worth considering whether your business needs a Bring Your Own Device (BYOD) 
policy to enforce mobile practices compliant with company policy. Relying on assumptions as 
to how data may or may not be handled on mobile devices could leave your business 
vulnerable to data breaches. It is the responsibility of the company to educate their employees 
as to how they may use company devices, their own devices and company data, clearly 
outlining these practices helps avoid disaster. Even if you only allow employees to use 
company devices the chances are they may not be aware of the security risk of emailing data 
home or bringing a personal device that they connect to the network, even if it is not used for 
work. We have put together some tips for writing your BYOD policy. Please keep in mind that 
every policy needs to be tailored to the needs of an individual business. We recommend 
researching and taking advice to ensure your policy is robust enough to meet the needs of 
your business. 
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DEVICES & SUPPORT    Clearly state which devices can be used. For example can 
your employees use smartphones, tablets, laptops or wearables at work? Are only company 
devices acceptable? Some companies many need to consider stipulating that personal 
devices that are only used for personal purposes should not be connected to the network. 
These devices serve no work purpose but may present a significant security risk.  Which of 
their own devices can be connected to your network? What process do personal devices 
need to go through before they are connected to the network? Do devices need to be 
presented to IT for provisioning and configuration of standard apps. If so which apps? Which 
data will IT access? Also consider who employees should be reliant on for support. Are you 
happy for employees to contact manufacturers or for security sake, do you prefer to have 
your IT department to troubleshoot issues with devices. If so make it clear in your BYOD 
policy who your employees need to contact and how to access them.  
 
SECURITY    You need to outline which security measures your organisation employs with 
clear instruction of how users can comply. Ensure your BYOD policy includes a clear 
password policy of what is and is not acceptable. We recommend requiring devices are 
protected with strong passcodes containing at least eight characters with a mix of capital 
letters, lower case letters, numbers and symbols. You may also consider requiring two factor 
or biometric authentication, especially to protect containers that are holding sensitive 
information. In this section of your BYOD policy you need to outline what your organisation 
classifies as a strong passcode and how often passwords need to be rotated. We recommend 
consulting with your IT department to ensure that this section in particular is clear, detailed 
and easy for your users to follow. Include contingencies like how long devices can idle before 
locking themselves and crucially that jailbroken/rooted devices are strictly prohibited. It is 
very important that you think not only about your company devices but about company data 
in terms of security. Can smartphones that employees do not use for work be connected to 
your network? Can data be transferred, for example emailed, to a personal devices to review 
at home? Or a personal phone number given to a customer, remembering the employee’s 
device may then store this customer’s data? Make sure these details are very clear and easily 
followed. Also ensure that you offer your employees training to ensure they understand what 
is now required of them and what this will mean.  
 
 
 
 
 

Disclaimer: This document is intended for purely 
informational purposes and should not be taken as a legal 
opinion or advice. We advise you to take your own legal 
advice in regards to the issues discussed in this document. 
This document reflects our current understanding of these 
issues. Pneuma Communications and associated parties do 
not assume responsibility or liability for damages arising 
from reliance on this information.  
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PNEUMA COMMUNICATIONS have been a telecoms solutions 
provider for more than a decade. Our goal is to save you 

money, time and improve efficiency ensuring Pneuma is an 
asset to your business.  Which is why we take the time to 

understand what our customers need and then assign them a  
dedicated personal Account Manager who fully manages the 

solution throughout the life of the contract.  
 

  

TO FIND OUT HOW PNEUMA COULD 
HELP YOU GET YOUR MOBILES GDPR 
COMPLIANT CONTACT US: 
 
   INFO@PNEUMADS.COM 
   01707 648 070 

WHO ARE PNEUMA COMMUNICATIONS? 


